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Security Program elements.  Traditional emphasis on protect (with prevent 
mentality). Not much attention on identify, detect, respond and recover.
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Preparing to handle incidents

Identify the assets you are protecting
• Helps set priorities
• Puts resources towards the most important things
• When you’re in the middle of an incident – drawing a circle around the key assets, 

data elements, and egress points will help you potentially limit impact

Participating in the Risk Assessment processes helps draw out the likelihood of 
potential events, and identify threat groups/actors that may target the organization
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Everyone would love to have an updated, accurate network diagram to work off of.

What is more typical is a diagram that is developed on the spot.

It’s not the worst thing in the world to get the architecture up on the white-board of 
the war room, or incident command center.

Work with what you have.
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Preparing to handle incidents

Understand where protections will prevent certain activities, limit others, or 
potentially slow down an attacker
• Compartmentalized networks, vs. flat networks
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Know what you can see, understand blind spots.

Use intelligence and information sharing to improve visibility

IR and the SOC need to closely work together – in the development of processes, 
execution of ongoing monitoring and analysis, and certainly during the incident 
response process.
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In exercises, always round down, a lot.

In the real deal, round up, but only to the nearest whole number.
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• Military Grade – level-headed calm under extreme conditions that preparedness 
achieves 

• Executing to a plan prepared for anticipated or predicted likely event types – or 
adjusted as needed to adapt an overcome

• CyberDefenses has a military heritage that has been a key part of shaping our 
approach to cybersecurity
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